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Abstract

Threat detection bypass research consists of understanding existing detection rules, 
performing behavior to trigger the rules, performing behavior that accomplishes the 
same adversary objective without triggering the rule (identifying rule bypasses), and 
updating the rule to catch this new bypass behavior.

This process requires significant security expertise and is quite time-consuming 
even for those with the requisite knowledge. Large language models (LLMs) have the 
potential to assist with performing these types of complex, time-consuming tasks 
and enable new researchers to learn these skills quickly.

Introduction
Threat detection engineering requires continuous research 
and implementation to keep up with evolving adversary 
behavior. As new offensive security behavioral techniques 
are discovered and malicious software is created by 
security researchers and threat actors, new detections are 
also needed. 

Some threat actors also directly develop methods for 
evading existing behavioral detections while achieving the 
same outcome, known as a detection rule bypass. This 
is countered by detection engineers who update these 
rules to capture the new behavior. Additionally, changes to 
underlying systems or services monitored by the detection 
rules, as well as the monitoring mechanisms such as agents 
or collectors, can break existing detection rules even 
without adversary behavior changing. 

Researching, writing and updating behavioral detections 
is also complex and requires a significant amount of time. 
Detection engineers must understand and constantly track 
changes to adversary behavior, while also having an in-
depth knowledge of the telemetry available to run detection 
rules against and the existing detection rules that may exist 
for a behavior. 

Even the most well-resourced organizations that write 
detection rules have limits on how much of all possible 
adversary behavior they can cover. Therefore, detection 

engineers also must understand the criticality of behavioral 
techniques, which pose the highest risk to a targeted 
organization and utilize this understanding to prioritize 
research. Offensive security expertise is needed to develop 
bypasses for rules before actual threat actors do, so 
that the rules can be proactively updated to cover these 
bypasses. Both breadth and depth of knowledge of typical, 
non-malicious behavior is also needed so that the detection 
rules created have high fidelity. 

Given the continuous, complex and time-consuming nature 
of the detection engineering process, any assistance from 
automation would be immensely helpful. The conversational 
interface of a chatbot powered by a large language model 
(LLM) is an intuitive mechanism for utilizing a virtual 
“research assistant” to help with the detection engineering 
process. Several open-source repositories of detection 
or threat hunting rules are available, such as Falco[1] and 
Sigma.[2]  

These rule repositories are already part of the training 
dataset of OpenAI Generative Pre-trained Transformer 
3.5 (GPT-3.5), one of the most popular current LLMs. This 
allows a user of a chatbot service powered by GPT-3.5 to 
learn about the rule repositories and specific rules, though 
with some limitations. The principal hypothesis investigated 
by this research was that an LLM-powered chatbot can 
make the detection engineering process faster by assisting 
a human researcher.
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Related work
There is extensive published research investigating defense evasion 
and detection rule bypasses. Traditionally, research focused on manual 
modification of adversary behavior in ways that would avoid static signature-
based detections, such as Cheng, et al.’s research into network Intrusion 
Prevention System (IPS) evasion.[3] A different type of traditional detection 
evasion, not involving machine learning, was Shirley’s research into evading 
widely utilized Botnet Detection Models such as BotHunter.[4] 

As utilization of machine learning (ML) became more common for threat 
detection, so too did research into bypassing these model’s capabilities 
to detect adversary behavior, across traditional endpoint malware, email 
spam, network techniques and more.[5] [6] [7] Additional research was done into 
bypassing ML and Generative Adversarial Networks techniques in web bot 
detections.[8] 

Mezawa et al. performed an interesting exploration of bypassing  
ML-based detections for adversary utilization of PowerShell. [9] Others  
built on this type of work by proposing ways to improve the robustness  
of these ML detection models and reduce their susceptibility to  
adversarial attacks.[9] [10] [11]

Some work also proposed utilizing ML to generate dynamic, human-like 
behavior that could bypass ML based detections.[12] Since the advent of 
LLMs, significant additional research has focused on “jailbreaking” or 
bypassing guardrails and protections built into the models, which are not 
traditional threat detections, but are certainly related.[13] [14] 

Bagdasaryan et al. explored the use of neural sequence-to-sequence 
models to adjust text to have a different “slant” — automatically generating 
propaganda at scale.[15] A survey of the published literature did not identify 
any past research into utilizing LLMs to generate bypasses to existing 
classical threat detections, however.

Research hypothesis
Since the primary hypothesis is a 
high-level concept, it was broken 
into three

subsidiary hypotheses. If all three 
of these sub-hypotheses are 
proven to be true, and utilizing 
the LLM as a research assistant 
results in a faster research 
process than performing the 
same activity unassisted, then the 
primary hypothesis is also true. 

1.	 An LLM can provide  
accurate descriptions of 
threat detection rules that 
assists in understanding the 
existing rules.

2.	 An LLM can explain how to 
perform offensive security 
behavior that will trigger 
existing detection rules to 
test them.

3.	 An LLM can generate 
alternative offensive security 
behaviors that achieve the 
same adversary goal while 
bypassing a detection rule.

If just the first sub-hypothesis 
was proven, it is already a 
useful tool for education of 
new researchers or detection 
engineers. If the second 
hypothesis was found to be 
true, then the tool can also help 
with testing new rules during 
their creation and with verifying 
the ongoing efficacy of existing 
rules. The results of the third 
hypothesis determine whether 
the LLM can aid with red  
teaming or proactive 
improvements to rules based  
on evasion techniques.

"As utilization of machine learning 
(ML) became more common for threat 
detection, so too did research into 
bypassing these model’s capabilities 
to detect adversary behavior, across 
traditional endpoint malware, email spam, 
network techniques and more."
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Efficacy of GPT-3.5  
for describing 
detection rules
The first aspect of detection 
engineering that GPT-3.5 was 
tested as a research assistant 
for was understanding existing 
detection rules, in addition to the 
schemas of the two open-source 
rule formats examined. GPT-3.5 
accurately described Sigma and 
Falco rules and what they can be 
utilized for, with no inaccuracies 
or hallucinations. 

With specific rules, however, its 
helpfulness was mixed. When 
asked to pick a specific rule, it 
frequently hallucinated entire 
rules that did not exist, and when 
provided the name of a rule that 
does exist in the open-source 
repositories, it occasionally failed 
to describe them.

If given the full text of a rule, 
GPT-3.5 could provide a useful, 
natural language description of 
the rule that was quite accurate. 
This would be helpful to a 
detection engineer learning a 
new ruleset, as sometimes 
understanding more complex 
rules can be difficult and time 
consuming, especially when 
you’re not familiar with the syntax. 
Azure OpenAI Studio’s custom 
dataset upload feature could not 
understand either the Falco or 
Sigma rule repositories, however. 

An example of a fully hallucinated 
Falco rule that is not part of the 
open-source Falco rule repository 
on GitHub, but that the LLM 
provided was:

PROMPT 

show me an example of Falco rule from the open source repository

RESPONSE

Sure, here's an example of a Falco rule from the official Falco 
open source repository on GitHub:

- rule: Suspicious container focused on network activity  

  desc: Detects a container that has established many outbound 
connections  

  condition: >  

    container and fd.type=ipv4 and fd.sport >= 32768 and evt.
dir=< and  

    (  

      (fd.lport=53 and fd.dport>=1024) or  

      (fd.lport!=53 and fd.dport=80) or  

      (fd.lport!=53 and fd.dport=443) or  

      (fd.lport!=53 and fd.dport=8080) or  

      (fd.lport!=53 and fd.dport=8443)  

    )  

    and count() > 50  

  output: >  

    Suspicious container focused on network activity (user=%user.
name  

    container_id=%container.id image=%container.image.name  

    comm=%proc.name connection_count=%container.net.conntrack_
count  

    sport=%fd.sport l4proto=%fd.l4proto lport=%fd.lport dport=%fd.
dport  

    direction=%evt.dir)  

priority: warning  

This rule detects a container that has established many outbound 
connections with specific ports and protocols, which could 
indicate malicious activity. The rule outputs information about 
the suspicious container, including the user, container ID, image 
name, and connection count.
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Efficacy of GPT-3.5 at generating 
triggers for detection rules
The next detection engineering task tested using GPT-3.5 
was generating specific behaviors that can be performed 
in a controlled lab environment that will trigger a specified 
detection rule. The first issue encountered with this stage 
of the research was GPT-3.5’s guardrails against instructing 
users how to perform malicious behavior. It was always 
possible to bypass these guardrails and get GPT-3.5 to 
provide concrete instructions on how to perform offensive 
behavior. It took an average of four additional prompts, 
with simple rephrasing and clarification that the offensive 
behavior will be performed in a controlled lab, to bypass 
the guardrails. While this was a good outcome for detection 
research, it also means an actual threat actor would likely 
be able to bypass the guardrails and utilize the LLM as an 
assistant, as well. 

Once the guardrails were bypassed, the actual commands 
provided were typically accurate. The LLM provided Unix 
shell, Kubernetes kubectl, and other commands that caused 
the specified threat detection rules to fire based on the 
behavior performed.

For the Sigma rules assessed, the provided commands 
generated activity that could be identified by using the 
Sigma rule as a query for Microsoft Azure Log Analytics, 
where the telemetry from the lab environment was 
collected. The LLM also helped translate the Sigma rules 
into Log Analytics queries in Kusto Query Language (KQL).

GPT-3.5 frequently required additional clarifying prompts 
to ask for more specific commands that could be run in 
the research lab environment. For example, the command 
generated might not work on the specific version of Linux 
utilized until it was reminded of the version and asked 
to provide an appropriate command, even though that 
information had been provided previously. Overall, the LLM 
would be useful to a newer researcher with little experience 
performing offensive security testing but would in many 
cases slow down a more experienced researcher for the 
use case of generating trigger behavior to execute. 

As an example, here is a conversation with the LLM where it 
provided an accurate trigger command for a Falco rule and 
then refined it to be specific to the research environment 
after additional prompts [SIC]:

PROMPT

write a bash command that will trigger this Falco rule Launch Package Management Process  
in Container

RESPONSE

To trigger the Falco rule "Launch Package Management Process in Container" on a monitored 
Kubernetes pod, you can run the following command:

kubectl exec <pod_name> -- bash -c "apt-get update"  

This command will execute the apt-get update command inside the specified pod, which will trigger 
the Falco rule since it launches a package management process inside the container. The output 
of the rule will be sent to Falco's output, which can be configured to send alerts to various 
destinations such as email, Slack, or a SIEM.

Note that the above command is just an example and should be modified to fit your specific use case. 
You should always test your Falco rules thoroughly before deploying them in production.

PROMPT

write a bash command for alpine that will trigger this Falco rule Launch Package Management 
Process in Container

http://www.talosintelligence.com
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RESPONSE

To trigger the Falco rule "Launch Package Management Process in Container" on an Alpine-based 
Docker container, you can run the following command:

docker run --rm -it alpine sh -c "apk update"  

This command will launch an Alpine-based Docker container and execute the apk update command 
inside the container, which will trigger the Falco rule since it launches a package management 
process inside the container. The output of the rule will be sent to Falco's output, which can be 
configured to send alerts to various destinations such as email, Slack, or a SIEM.

Note that the above command is just an example and should be modified to fit your specific use case. 
You should always test your Falco rules thoroughly before deploying them in production.

PROMPT

for the above command reformat it as kubectl command

RESPONSE

To run the docker run command as a kubectl command on a Kubernetes cluster, you can use the 
following command:

kubectl run --rm -it alpine --image=alpine -- sh -c "apk update"  

This command creates a new pod using the alpine image, runs the apk update command inside the 
container, and then deletes the pod when the command is finished. The Falco rule "Launch Package 
Management Process in Container" should trigger since the command launches a package management 
process inside the container.

Note that the above command is just an example and should be modified to fit your specific use case. 
You should always test your Falco rules thoroughly before deploying them in production.

Efficacy of GPT-3.5 at generating 
detection rule bypasses
The LLM’s ability to generate specific offensive security 
behaviors that achieved the same adversary outcome a 
detection rule was written for, but in a different enough 
way that the rule did not trigger, was assessed. GPT-3.5 
was rarely able to aid in this area. Besides the previously 
mentioned guardrails, which impeded the research, in most 
cases it simply was not able to provide suggestions that a 
threat actor could feasibly utilize, even when it generated a 
suggestion that would technically bypass the rule. 

In one case where it was asked to suggest a way of 
bypassing a Falco rule that detects the usage of a package 
management process in a container, GPT-3.5 suggested 

launching a new container with the desired package 
already installed. This was technically a bypass for that 
specific Falco rule, but it would not be a feasible adversary 
action in most situations, as manually launching an entire 
new container is likely to trigger an even higher severity 
detection rule if the threat actor even has permission to do 
so. This is merely an example of how even when GPT-3.5 
was able to suggest threat detection rule bypasses, they 
were not frequently useful adversary behavior. It therefore 
was not generating the sorts of bypasses that represent 
realistic gaps in detection coverage that should be closed 
by updating the detection rules. 

The full conversation with the LLM where it provided this 
suggestion was [SIC]:

http://www.talosintelligence.com
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PROMPT 

write a  bash command for alpine that will install a package without triggering the  following 
Falco rule: Launch Package Management Process in Container 

RESPONSE

To install a package without triggering the Falco rule "Launch Package Management Process in 
Container" on an Alpine-based Docker container, you can run the following command:

docker run --rm -it alpine sh -c "apk add --no-cache curl"  

This command will launch an Alpine-based Docker container and execute the apk add command inside 
the container to install the curl package, without triggering the Falco rule since it doesn't 
launch a new package management process inside the container.

Note that the --no-cache option is used to avoid writing a local cache file that can trigger other 
Falco rules related to file system activity. Additionally, the above command is just an example and 
should be modified to fit your specific use case. You should always test your Falco rules thoroughly 
before deploying them in production.

PROMPT

the above command does launch apk which is a package manager. Is there a way to install a package 
without doing that?

RESPONSE

You're correct, the above command does launch apk which is a package manager and would trigger 
the Falco rule "Launch Package Management Process in Container".

To install a package without launching a package manager inside the container, you can use a 
container image that already has the package installed. For example, you can run the following 
command to launch an Alpine-based Docker container with the curl package pre-installed:

docker run --rm -it alpine sh -c "curl --version"  

This command will launch the Alpine-based Docker container and execute the curl --version command 
inside the container, which will use the pre-installed curl package to make the request. Since the 
curl package is already installed in the container, no package management process will be launched 
and the Falco rule will not be triggered.

Note that this approach may not always be feasible, especially if you need to install a package 
that is not included in the base image. In those cases, you may need to modify the Falco rule to 
exclude certain commands or package names, or find alternative approaches to achieve your goals 
while still adhering to your security policies.
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Findings review
Despite the numerous issues with GPT-3.5 as a 
research assistant for threat detection research, the 
natural conversational interface, extensive available 
information, and ability to easily translate between 
different syntaxes was quite helpful. 

While most of the ideas proposed for both behaviors to 
trigger detection rules and bypass them were relatively 
trivial, the LLM did occasionally generate a relatively 
creative suggestion. With further research and 
refinement, the concept of utilizing a chatbot powered 
by an LLM for detection research shows promise. 

The relative ease of bypassing guardrails against 
generating concrete, specific instructions on 
performing offensive security techniques was also 
worth noting. While in this research the guardrails were 
an impediment to achieving a positive goal, in a public 
production chatbot, which GPT-3.5 is, these guardrails 
are very much a good thing. The fact that they could 
be bypassed in many cases simply by telling the 
chatbot that the offensive techniques would be run in a 
controlled security lab environment was concerning.

Future work 
There are numerous areas of potential future research that 
could be pursued. Most obviously, testing out additional 
LLMs, and potentially small language models as well, would 
provide useful data on the relative performance of other 
models at assisting detection research. Adding popular 
threat detection rule repositories as custom datasets, to 
ensure up to date knowledge of all the current rules, would 
also likely improve the efficacy of the chatbots at providing 
information and recommendations about the rules. Creating 
a custom, private model that does not have guardrails 
against generating offensive security technique suggestions 
would also speed up the research process. 

An LLM could also be utilized to automate the testing of 
LLMs in the categories described above. By using an API 
for the model, a script could be written that asks the LLM 
to describe each rule in an entire repository, then asks the 
LLM to judge the accuracy of the description. The same 
could be done for generating trigger commands for each 
rule as well as bypasses. Finally, the efficacy of an LLM at 
suggestion updates to existing detection rules to detect 
identified bypasses would be worth testing as well. 

With the rapid research and development of LLM tools from 
both the research community as well as the market leaders, 
the efficacy of using LLM for both detections engineers as 
well as the threat actors will improve. 
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